RMR & BRMR

Block level active-active
replication over RDMA
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Block level replication



Overview

e Block level active-active replication.

e Single hop IO, single hop sync.

e Usesdirty maps to track failed 10s
in case of storage node failures.

e Useslist of last IO tracking to
achieve data consistency in case of
client failure.
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DRBD 9: multi-peer and diskless Primary



Discussions

e Why new kernel modules?
o  We wanted to keep the reliable multicast transport layer (RMR) independent
for future use cases.
m AKVstore,an S3 object store, etc.
e Active-active VS active-passive
e Diskless DRBD 9 Primary + mesh — has anyone run it at scale?



e Dirty maps tracks which chunks need
synchronization through a bitmap buffer
where each bit represents a chunk number
(offset/chunk_size).

e RMRuses atwo-level page table where leaf
pages store the actual dirty map.

e Mapupdateis updatingthe mapsona
storage node to the most up-to-date ones.

e Duringupdating the maps, I0s from compute
client are frozen to make sure the maps is
unchanged.

e When the process starts from the client, it Storage node A Storage node B
picks a normal node to send maps to the
dedicated node. map_A map_B map_A map_B

Compute client P

map_A map_B

Map update




RMR server
receives 10

e Client-side

o Readrequests are sent to sessionsin
NORMAL state, in around robin
manner. Chunk ID in

o  Write requests are completed if it oty e
completes for at least one session.
Although the RMR client waits to get
responses for all sessions, success or

Yes i Add req to
"wait_list" of this
request entry

fallure' Send IO down to Mark chunk as
o  For failed write requests, a map_add is 10 store backend T i

sent to all storage nodes in NORMAL

state.

e Server-side: Check if the storage server is
healthy to service |Os. i
e Syncrequest: On server side, a sync thread Fodceitdl
in the background synchronizes the dirty e
data. It also locks the chunks while data is
syncing, so that all incoming 1O goes to the

« . ) R
wait list”.

Process request

| entry waiting list

Data path: read, write, sync

Create sync req.
Trigger sync
(see sync
request)
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write (9, 'a') with qid 2
e Thelast10s track the last P write (9, 'b") with qid 3

queue_depth number of 10s
completed by a storage
node.

e Eachsuccessful write 1O
records the chunk index at
index gid. So at any moment,
every storage node holds a
record of the most recent
queue_depth chunk writes it :f';:;v?; :Zt:l«:::i:s]z receives the first write: write 'a’ to chunk[4]
has acknowledged. last IO0s [ 19y a ] N B )

e Last 1O update converts €128, wralox gl =
those per-node last-10

records into dirty-map last IO update (4) last IO update (B)
entries, after a compute
client crash, so that any dirty maps ]
. . ‘tora e v\oo(e A to A y\oo( B i stora e V\Ode A StOY'Q e y\ode B
chunk whose write might ik starage node - J g
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have been partial is
correctly marked dirty.
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Failure recovery

LW

Network/IO failure: Map update

Storage node crashes: Map update

Compute client crashes: Last 10 update

All nodes crash: Metadata persistence + last |O update



Metadata persistence

e Thelayout of the RMR pool metadata on the disk is as the following:
o  BRMR metadatasits at the head — owned by the brmr-store layer.
o Userdatainthe middle — the addressable block range exposed to BRMR clients.
o  RMR pool metadata at the tail
e On-demand sync: Each metadata region has a dirty bit. Whoever changes a region sets its bit and arms a
delayed worker. The worker wakes once, flushes only the flagged regions, then sleeps. No producer
means no |O.

| brmr md || user data || rmr md header | last io array | map header region | maps region |

head tail (RMR pool metadata)



struct rmr_map

flps[256] — FLP pointers
no_of chunks

map_ver

ts (timestamp)

state, ...

—FLP[k]—

First-level page (FLP)

FLP[K]:
[0] — SLP*

[1] — SLP*
[2] - SLP*

0] - SLP*—

[510] - SLP*
[511] — SLP*

512 entries x 8 B
= 4096 B (one page)

—FLP[K][j]—>

Second-level page (SLP / leaf)

SLP[K][jl:

byte[0] = 0x00
byte[1] = 0x00
byte[2] = 0x01 ~ chunk dirty (bit 0)
byte[3] = 0x00

byte[i] = 0x03  dirty + filter bit

byte[4094] = 0x00
byte[4095] = 0x00

4096 chunks x 1 B
= 4096 B (one page)

bit 0 = CHUNK_DIRTY_BIT
bit 1 = CHUNK_FILTER_BIT

Map internal: 2-level page table




Links

e https://github.com/ionos-cloud/RMR
e https://ionos-cloud.github.io/rmr.io/index.html#



https://github.com/ionos-cloud/RMR
https://ionos-cloud.github.io/rmr.io/index.html#

